


Jisc Who are we?

We are the UK higher, further education and skills sectors’ not-
for-profit organisation for digital services and solutions.

We provide
trusted advice and We operate shared
practical digital infrastructure

assistance for
universities, colleges
and learning providers

and services

We negotiate sector-wide deals with IT vendors
and commercial publishers




Jisc Goals of Govroam

»Deliver a roaming service that:
» Reuses existing infrastructure;
» Is national in scope;
» suited to the basic needs of the public sector as a whole;

» A *first step’ platform that is deliverable now & can be
built upon later.




eduroam in the UK

» Based on eduroam

» 101 countries, running for over 15
years

» In 2017 3.6 billion national
authentications (where users from
another institution in the same
country authenticate their WiFi
access via eduroam) and more than
834 million international
authentications

eci uroam




Features

» Service design built on a fabric of trust between participants

» Technical trust enforced by end-to-end encrypted protocols

» Support model reuses existing processes

» Builds on proven eduroam federated roaming model

» Jisc as non-profit neutral operator of central infrastructure

» Device and infrastructure agonistic supporting BYOD

» Explicitly national in scope, with potential international integration

» Provides a national standard for federated roaming design




Advantages

»
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»
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»

»

»

»

Reuse existing infrastructure

‘*Zero touch” for the end user

Promotes standardisation to best practices of guest WLAN

Reduces overhead of providing guest connectivity

Eliminates temporary credentials, therefore reducing attack surface
Reduces need for costly SIM based data products

Encourages collaboration and increases off-site productivity

Can be purchased via national framework — Gcloud

Eliminates need to collect user data from visitors — Great for GDPR

Enables audit of offsite connectivity usage




Eligibility

»An organisation wishing to become a member must
either:

»Be more than 50% publicly funded
»Have charitable status

»Be a commercial organisation providing services to a state
or public body




The business needs - in the public sector

»Health and social care integration
»Multiple occupancy of buildings / estate rationalisation
»Peripatetic workers

» Work from multiple sites

» ‘casual wanderer’




The business needs - in education

»Supporting public sector functions on campus:

» Visitors — social workers, health, bluelight services
» Apprenticeships — visitors from the public sector
»Delivery of training
»Community outreach/collaborations

»Mutually beneficial- education to advertise govroam, and
public sector to advertise eduroam




The roaming subunit
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The basic infrastructure
A national RADIUS proxy
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Govroam in use

10:05

» In approximately 180

organisations

» Over 3000 venues

* Local councils

e Libraries

* Fire stations

* Hospitals

* Youth Centres

e Childrens Centres
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Case Study

»Health and social care integration

» Kent Public Sector Network (KPSN) have deployed
Govroam across estate

» Incl. 6 hospitals, healthy living centres and LA social care
Sites

» Supports ongoing work of mobile workers
» Also implemented eduroam to aid student nurses




Example: Council

» Replaced corporate wifi with
Govroam
> Approx 2500 staff

» Support 400+ concurrent users during a
working day, authenticating 2500+
authentications every day.

» Helping with estate
rationalisation and co-location
opportunities

» More flexible working

» Example: Trial to
expand Govroam

> Patient’s homes
> Care homes
»Innovate UK funding




Jisc Other scenarios

» A school where health visitors attend to immunise the children, police visit to teach road
safety and council workers provide estate services and meal deliveries etc.

» Heavy snowfall prevents council workers from reaching the building they work in, but by
prior arrangement, they can get to the local fire station and temporarily work from there.

» A health trust organises a conference for doctors from all over the country and doesn’t

have to budget or plan for networking, as there is already govroam in its conference
centre.

» A multi-disciplinary meeting is held to organise a university fundraising week, where
police and ambulance staff, highways and other council workers, plus the local MP can all

meet at the university to talk to the student union, all using their own online resources
back at base to plan, schedule and research.




Any questions?
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Emma Smith
Govroam development manager
Emma.Smith@)jisc.ac.uk

jisc.ac.uk




